Readiness report — Zighee2MQTT Home
Automation Bridge

Checked 2026-09-03 18:30 - 8 searches, 3 pages fetched

Readiness: Zigbee2MQTT Home Automation Bridge

Verdict: Ready with caveats - 2026-09-03 - est. parts cost $67-$275 per station
Cybersecurity — software & network: Review before networking

Every line of this lab's bill of materials is buyable today and nothing is obsolete, discontinued
or single-sourced. A host computer starts at $35.00, a Zigbee coordinator from one of the two
chip families the lab requires costs $19.04-$24.90 from the manufacturer's own store, a USB
extension cable costs $2.19, and a Zigbee end device costs $10.90 — roughly $67 to $275 for
one complete station depending on how the host is specified. Two caveats keep this off a
clean "Ready". First, the coordinator product line has moved on a chip generation since this
lab was written (a SONOFF "Dongle Plus MG24" now appears at retail), and although the
Zigbee2MQTT supported-adapters page was fetched this run, its per-model tables render
client-side and were not in the retrieved text — so which specific dongle models sit under
"Recommended" today could not be confirmed from evidence, and the model must be
checked against that page before an order goes in. Second, the Raspberry Pi listings are not
like-for-like: the cheapest does not state its RAM size, and two of the priced entries are a
desktop kit and a Compute Module rather than a plain Model B board. This is the cold check
for this lab — there is no previous report, so these prices and availability establish the
baseline for the next drift comparison.

Action required

Part Problem Recommended action
Zigbee Model-level compatibility could not be Before ordering, check the exact model against
Coordinator Radio  confirmed this run — the supported- the Recommended list at zigbee2matt.io/guide/
Adapter adapters page's model tables did not adapters. Both families the lab names (Tl
render in the fetched text, and SONOFF CC2652P, Silicon Labs EFR32MG21) are on sale
now also sells a newer MG24-based at $19-$25
Dongle Plus

Host Computing Listings are not like-for-like: the $35.00 Read the listing rather than sorting by price.

Platform offer does not state 4 GB, the $165.00 Substitution latitude is broad — any machine
(Raspberry Pi 4 offer is a desktop kit, and the $144.00 running Node.js 22+ with a USB host port or
Model B 4GB) offer is a Compute Module 4 with no Ethernet satisfies the lab

USB-A host ports


https://www.zigbee2mqtt.io/guide/adapters/
https://www.zigbee2mqtt.io/guide/adapters/

Part Problem

CP2102N-A02- The exact cut-tape part shows no
GQFN28 (USB-to- DigiKey stock and a 31-week factory

UART bridge) lead time

Recommended action

No action for this lab — the IC ships pre-
soldered on the coordinator dongle. For a self-

built adapter, Arrow holds 197 pcs at $1.989
and Mouser 58 pcs at $5.68, or use the tape-
and-reel CP2102N-A02-GQFN28R (9,173 in

stock, $5.36)

Cybersecurity — software & network

Review before networking — Every one of the 302 dependencies pinned by the project's
lockfile checked clean, but the bridge ships an unauthenticated web frontend bound to all
interfaces plus a plaintext MQTT link, and the pinned package manager carries high-severity

install-time advisories.

Component

zigbhee2mqtt

zigbee-herdsman

zigbee-herdsman-converters

zighee2mqtt-frontend

zighbee2maqtt-windfront

Node.js runtime

pnpm (package manager)

mqtt (MQTT client library)

ws (WebSocket server
library)

Version

2.14.0

10.9.1

26.103.0

0.9.21

2.15.0

22

10.18.3

5.15.2

8.21.3

How known

read from project (version field of the fetched
package.json (fetched/01-package.json, tag
2.14.0))

read from project (exact pin in package.json
dependencies, resolved in pnpm-lock.yaml)

read from project (exact pin in package.json
dependencies, resolved in pnpm-lock.yaml)

read from project (exact pin in package.json
dependencies, resolved in pnpm-lock.yaml)

read from project (exact pin in package.json
dependencies, resolved in pnpm-lock.yaml)

inferred (inferred from the engines range
"~22.2.0|| 24 || <=26.2" in the fetched
package.json; the project pins no single Node
version, 22 is the lowest accepted line)

read from project (packageManager field of the
fetched package.json (phpm@10.18.3))

read from project (resolved version in the
fetched pnpm-lock.yaml (package.json declares
~5.15.2))

read from project (resolved version in the
fetched pnpm-lock.yaml (package.json declares
~8.21.3))

Support status

supported
until
2027-04-30



Component

ajv (config schema

validation)

js-yaml (configuration.yaml

parser)

@serialport/bindings-cpp
(coordinator serial access)

esbuild (build toolchain)

Eclipse Mosquitto (MQTT

broker)

Host operating system
(Linux / Windows / macQS)

Coordinator firmware (Tl Z-
Stack or Silicon Labs
EmberZNet NCP)

Koenkk/zigbee-OTA device

firmware mirror

Component

pnpm (package
manager)

Support status

read from project (resolved version in the —

fetched pnpm-lock.yaml (package.json declares

read from project (resolved version in the —

fetched pnpm-lock.yaml (package.json declares

read from project (resolved transitively and —
pinned in the fetched pnpm-lock.yaml; the

snapshot recorded it as unpinned in the root

read from project (resolved transitively and —

pinned in the fetched pnpm-lock.yaml; the
snapshot recorded it as unpinned in the root

Version How known
8.20.0

~8.20.0))
54.1

~5.4.1))
13.0.1

manifest)
0.28.2

manifest)
not
determined

the materials)
not
determined

version)
not
determined

version)
not
determined

pinned)

Finding

The package manager the project pins,
pnpm 10.18.3, matched 26 advisories
including six rated high, in which a
tampered or hostile dependency can
write files outside node_modules or run
its own install scripts while the bridge is
being built; the risk is on the machine
doing the install, not on the running
Zigbee network — GHSA-hwx4-2{3j-
9496, GHSA-w466-c33r-3gjp,
GHSA-3799-355j-w6rj, GHSA-
qrv3-253h-g69c (+2 more)

Severity

high

not determined (recommended by the lab —
documentation; no version stated anywhere in

not determined (the lab lets the instructor —
choose the host OS and states no distribution or

not determined (vendor firmware flashed to the —
dongle; the lab documentation states no

unpinned (a continuously updated Git mirror the —
bridge pulls device firmware from; no release is

Fix available?

Yes — update to 10.34.5 or newer in
the 10.x line (change the
packageManager field in package.json
before installing)


https://osv.dev/vulnerability/GHSA-hwx4-2j3j-g496
https://osv.dev/vulnerability/GHSA-hwx4-2j3j-g496
https://osv.dev/vulnerability/GHSA-w466-c33r-3gjp
https://osv.dev/vulnerability/GHSA-379q-355j-w6rj
https://osv.dev/vulnerability/GHSA-qrv3-253h-g69c
https://osv.dev/vulnerability/GHSA-qrv3-253h-g69c

Component Finding Severity  Fix available?
Inter-PAN Touchlink factory reset and pairing use posture  Mitigation only — treat Touchlink as
(Touchlink) unsecured single-hop radio messages, unauthenticated: run pairing exercises
commissioning so someone within range can reset or away from other Zigbee networks and
re-pair the lab's end devices without re-pair devices that reset unexpectedly
any credential
MQTT broker The bridge's MQTT link defaults to posture  Mitigation only — use TLS on port 8883
connection unencrypted TCP on port 1883, so and turn on broker authentication in
device state and commands cross the Mosquitto
network in clear text and any host that
can reach the broker can publish
commands to the lab's devices
Zigbee network The documentation warns that the posture  Mitigation only — set
key legacy hardcoded default network key advanced.network_key: GENERATE in
is still accepted, and a bridge left on it configuration.yaml before the first start
lets anyone within radio range decrypt
the mesh and join it
Zigbee2MQTT On first start with no configuration.yaml posture  Mitigation only — set frontend.host to

127.0.0.1 or a Unix socket and set
auth_token in configuration.yaml (or
Z2M_ONBOARD_NO_SERVER=1) before
the host touches a shared network

the onboarding and frontend web
server binds to all network interfaces
on TCP 8080 with no authentication
configured, so anyone who can reach
the host on that port can see and
control every paired Zigbee device

onboarding and
frontend web
server

What this means for your lab

The Zigbee2MQTT software itself came back clean this run: all 302 packages the project's
pnpm lockfile pins exactly were checked against the public vulnerability database and none
had a known problem, and the Node.js line the project asks for is still supported. The real risk
in this lab is how the bridge is set up rather than what it is built from. Out of the box the web
interface listens on every network interface on port 8080 with no password, so anyone else
on the same campus or classroom network can open it and switch the lab's lights, plugs and
sensors, and read everything they report; the connection to the MQTT broker is plain text on
port 1883, so that traffic can be read and commands injected by anyone who can reach it. On
the radio side, the lab must set advanced.network_key to GENERATE before the first start,
because the old published default key would let anyone in range decrypt and join the mesh,
and Touchlink pairing is unauthenticated by design, so a nearby transmitter can reset student
devices. Before students connect this to anything, put the host on an isolated lab network or
restrict the frontend to 127.0.0.1, set an auth_token, turn on TLS and a username and
password on Mosquitto, and talk to campus IT before it goes on a shared network. Two things
stay unknown: nobody stated which operating system, which Mosquitto version or which



coordinator firmware version the lab uses, so none of those could be checked and none of

them should be assumed clean.

Not checked

* Host operating system (Linux / Windows / macOS): the lab states no distribution or version,

so no support or advisory lookup was possible

* Eclipse Mosquitto (MQTT broker): the lab recommends it but states no version; there is no

version to check

e Coordinator firmware (Tl Z-Stack / Silicon Labs EmberZNet NCP): vendor firmware with no
pinned version and no vulnerability database covering it

» Koenkk/zigbee-OTA device firmware mirror: a continuously updated Git mirror with no

pinned release, so there is no fixed version to check

Parts

Bill of Materials

Part

Host Computing
Platform
(Raspberry Pi 4
Model B 4GB, Intel
NUC, or any Linux
PC)

Zigbee
Coordinator Radio
Adapter (SONOFF
ZBDongle-P /
CC2652P, or
ZBDongle-E /
EFR32MG21)

USB Extension
Cable

Zigbee Peripheral
Device (sensor,
plug or bulb)

Spec/Package

Single-board
computer or
small-form-factor
PC;5VvDC = 3.0
A USB-C, or 12-
19 V DC adapter

USB Type-A
dongle, external
antenna; 5V DC
VBUS, 3.3V
internal rail, 2.4
GHz IEEE
802.15.4

USB 2.0/3.0
Type-A male to
Type-A female,
0.5-1.5m,5V
pass-through =
500 mA

Commercial
Zigbee end
device; 3.0V
CR2032/CR2450
or 100-240 V AC;
channels 11-26

Status

readily available

readily available
(model
compatibility
unverified)

readily available

readily available

Stock Price
not $35.00 -
published $165.00
by seller

not $19.04 -
published $52.53
by seller

not $2.19 -
published $10.49
by seller

not $10.90 -
published $46.95
by seller

Source

Seeed Studio ($35.00,
RAM size not stated),
Vilros 4GB kit $61.05,
PiShop USA desktop
kit $165.00

Sonoff Official Store,
ZBDongle-E $19.90;
AliExpress ZBDongle-P
$19.04; Newegg
$52.53 outlier

CableWholesale
$2.23, Walmart C2G
$8.99, Best Buy $9.99

SONOFF door/window

sensor $10.90; Agara

T1 $11.69; Tuya/MOES
$13.99


https://www.google.com/search?ibp=oshop&q=Raspberry%20Pi%204%20Model%20B%204GB%20single%20board%20computer&prds=catalogid:17607239433297623852,productid:1846147259377060235,headlineOfferDocid:3821766509833953654,imageDocid:14955687152402690337,rds:PC_9171981849032725463%7CPROD_PC_9171981849032725463,gpcid:9171981849032725463,mid:576462896393553758,pvt:hg&hl=en&gl=us&udm=28
https://www.google.com/search?ibp=oshop&q=Raspberry%20Pi%204%20Model%20B%204GB%20single%20board%20computer&prds=productid:1776329778413769873,headlineOfferDocid:1776329778413769873,imageDocid:5842967148818429176,rds:PC_10691440391671045183%7CPROD_PC_10691440391671045183,pvt:hg&hl=en&gl=us&udm=28
https://www.google.com/search?ibp=oshop&q=SONOFF%20Zigbee%203.0%20USB%20Dongle%20Plus%20CC2652P&prds=catalogid:16504174464919962436,productid:13194300815407678099,headlineOfferDocid:17263145754309299802,imageDocid:10213664113050133534,rds:PC_13760787238015997837%7CPROD_PC_13760787238015997837,gpcid:13760787238015997837,mid:576462543208062926,pvt:hg&hl=en&gl=us&udm=28
https://www.google.com/search?ibp=oshop&q=SONOFF%20Zigbee%203.0%20USB%20Dongle%20Plus%20CC2652P&prds=catalogid:17163094840665487976,productid:8584105201314767731,headlineOfferDocid:10497550636413074307,imageDocid:6828957939000070363,rds:PC_17876413892416956209%7CPROD_PC_17876413892416956209,gpcid:17876413892416956209,pvt:hg&hl=en&gl=us&udm=28
https://www.google.com/search?ibp=oshop&q=SONOFF%20Zigbee%203.0%20USB%20Dongle%20Plus%20CC2652P&prds=catalogid:1645985719470422606,productid:3736545772229437929,headlineOfferDocid:12207379734669479041,imageDocid:9665988864898729510,rds:PC_2799966515083324144%7CPROD_PC_2799966515083324144,gpcid:2799966515083324144,mid:576462810345938943,pvt:hg&hl=en&gl=us&udm=28
https://www.google.com/search?ibp=oshop&q=SONOFF%20Zigbee%203.0%20USB%20Dongle%20Plus%20CC2652P&prds=catalogid:1645985719470422606,productid:3736545772229437929,headlineOfferDocid:12207379734669479041,imageDocid:9665988864898729510,rds:PC_2799966515083324144%7CPROD_PC_2799966515083324144,gpcid:2799966515083324144,mid:576462810345938943,pvt:hg&hl=en&gl=us&udm=28
https://www.google.com/search?ibp=oshop&q=USB%202.0%20extension%20cable%20A%20male%20to%20A%20female%201m&prds=catalogid:9105498159666859037,productid:4052323399075613285,headlineOfferDocid:14022943553806431175,imageDocid:3732314609944039748,gpcid:3092365099565918240,mid:576462896426691040,pvt:hg&hl=en&gl=us&udm=28
https://www.google.com/search?ibp=oshop&q=USB%202.0%20extension%20cable%20A%20male%20to%20A%20female%201m&prds=catalogid:6585089872854421828,productid:12898298091221655489,headlineOfferDocid:2037172354549685433,imageDocid:703652507117881446,gpcid:11173002416969258504,pvt:hg&hl=en&gl=us&udm=28
https://www.google.com/search?ibp=oshop&q=USB%202.0%20extension%20cable%20A%20male%20to%20A%20female%201m&prds=catalogid:8196815173575536051,productid:12002258066024966559,headlineOfferDocid:8415189746845347806,imageDocid:10877877106091825035,rds:PC_6818349160672755515%7CPROD_PC_6818349160672755515,gpcid:6818349160672755515,mid:576462893554223414,pvt:hg&hl=en&gl=us&udm=28
https://www.google.com/search?ibp=oshop&q=USB%202.0%20extension%20cable%20A%20male%20to%20A%20female%201m&prds=catalogid:8196815173575536051,productid:12002258066024966559,headlineOfferDocid:8415189746845347806,imageDocid:10877877106091825035,rds:PC_6818349160672755515%7CPROD_PC_6818349160672755515,gpcid:6818349160672755515,mid:576462893554223414,pvt:hg&hl=en&gl=us&udm=28
https://www.google.com/search?ibp=oshop&q=Zigbee%203.0%20door%20window%20sensor&prds=catalogid:4567250209539979813,productid:14380884471964422170,headlineOfferDocid:320425921926486510,imageDocid:13358044431842566428,rds:PC_12297248208033623589%7CPROD_PC_12297248208033623589,gpcid:12225950541605312940,mid:576462898738664166,pvt:hg&hl=en&gl=us&udm=28
https://www.google.com/search?ibp=oshop&q=Zigbee%203.0%20door%20window%20sensor&prds=catalogid:3468841008501082242,productid:372352887125549277,headlineOfferDocid:6486011146632924629,imageDocid:17184906198904111883,rds:PC_3582085693845795558%7CPROD_PC_3582085693845795558,gpcid:3582085693845795558,mid:576462716889735058,pvt:hg&hl=en&gl=us&udm=28
https://www.google.com/search?ibp=oshop&q=Zigbee%203.0%20door%20window%20sensor&prds=catalogid:10314932149483946689,productid:14330947218259006369,headlineOfferDocid:15717596213386116400,imageDocid:18042751837847326665,rds:PC_3026085885472224987%7CPROD_PC_3026085885472224987,gpcid:3026085885472224987,mid:576462557416563374,pvt:hg&hl=en&gl=us&udm=28
https://www.google.com/search?ibp=oshop&q=Zigbee%203.0%20door%20window%20sensor&prds=catalogid:10314932149483946689,productid:14330947218259006369,headlineOfferDocid:15717596213386116400,imageDocid:18042751837847326665,rds:PC_3026085885472224987%7CPROD_PC_3026085885472224987,gpcid:3026085885472224987,mid:576462557416563374,pvt:hg&hl=en&gl=us&udm=28

Part Spec/Package
CP2102N-A02- 28-WFQFN
GQFN28 (USB-to- Exposed Pad, 28-
UART bridge, pre- QFN (5x5);

soldered on the

supply 3V ~ 3.6
V, 9.5 mA, -40 °C
~ 85 °C

Status

Active — no
DigiKey stock,
31-week factory
lead; stocked
elsewhere

adapter)
Substitutes

For part Substitute

CP2102N-  CP2102N-

A02- AQ02-

GQFN28 GQFN28R —
Silicon Labs,
Active,
9,173 in
stock, $5.36

Differences

Same manufacturer and
description (IC USB TO UART
BRIDGE QFN28); same Package/
Case 28-WFQFN Exposed Pad
and Supplier Device Package
28-QFN (5x5); same supply
range 3V ~ 3.6 V (the lab runs
this rail at 3.3 V, inside the
range); same 9.5 mA supply
current; same -40 °C ~ 85 °C
range; same $5.36 unit price.
Only difference is the trailing R,
assumed to denote tape-and-
reel packaging

Stock Price Source
DigiKey 0; $5.36 Digikey — CP2102N-
Arrow 197; (Arrow A02-GQFN28; ECIA/
Mouser 58 $1.989 at TrustedParts
(22,995 on qty 1533; corroboration:
order) Mouser lifecycle risk Low,
$5.68) supply-chain risk Low-
Med
Verified Judgment

verified: package/case and
supplier device package
(DigiKey parametrics, both
parts), supply-voltage range
3V ~ 3.6 Vagainst the lab's
3.3 V logic rail (DigiKey
parametrics, both parts),
lifecycle status and price
(DigiKey, both parts). not
verified: what the R suffix
encodes (assumed
packaging only); pin-for-pin
pinout (no datasheet
fetched)

Verify any substitute against its datasheet before ordering.

Other dependencies

Acceptable for a
self-built adapter,
with the
packaging
assumption
stated. Not
needed for the
lab as written,
which buys the
assembled
dongle

* Zigbee2MQTT Git source repository (https://github.com/Koenkk/zighee2mqtt.git) —
reachable this run: the 2.14.0 tag's package.json and pnpm-lock.yaml were both fetched

successfully.

» Official documentation and hardware compatibility guides (https://

www.zigbee2matt.io/) — live; the adapters guide returned 2,781 characters this run. Its
per-model tables render client-side and did not come through as text, which is why
coordinator model compatibility is flagged above.
* USB-to-UART VCP driver pages (Silicon Labs, FTDI, WCH) — not fetched directly, but
the fetched Zighee2MQTT adapters page still points users to the same three vendors for
VCP drivers, so the dependency remains current in the project's own documentation.

* Mosquitto download portal (https://www.mosquitto.org/download/) — not checked; no
lookup was dispatched for it this run.


https://www.digikey.com/en/products/detail/silicon-labs/CP2102N-A02-GQFN28/9863477
https://www.digikey.com/en/products/detail/silicon-labs/CP2102N-A02-GQFN28/9863477
https://www.digikey.com/en/products/detail/silicon-labs/CP2102N-A02-GQFN28/9863477
https://www.digikey.com/en/products/detail/silicon-labs/CP2102N-A02-GQFN28R/9863480
https://www.digikey.com/en/products/detail/silicon-labs/CP2102N-A02-GQFN28R/9863480
https://www.digikey.com/en/products/detail/silicon-labs/CP2102N-A02-GQFN28R/9863480
https://github.com/Koenkk/zigbee2mqtt.git
https://www.zigbee2mqtt.io/
https://www.zigbee2mqtt.io/
https://www.mosquitto.org/download/

* Fabrication — none. The lab has no Gerbers, CAD, drill files or board dimensions; the
system is assembled entirely from commercial off-the-shelf hardware, so there is no PCB
fabrication dependency.

Watch list

* Zigbee coordinator dongle — the most likely thing to break by the next check. SONOFF
has already introduced an MG24-based Dongle Plus, and the Zigbee2MQTT project moves
models between its Recommended, Not recommended and Not maintained lists over time.
Re-confirm the model against the supported-adapters page each term.

* Raspberry Pi 4 Model B 4GB — a superseded board with a 5x price spread across sellers
and several look-alike listings (Compute Module, desktop kits). Expect this line to drift
toward a Pi 5 or a generic mini-PC; the lab's own substitution latitude already permits it.

* CP2102N-A02-GQFN28 — DigiKey's 31-week factory lead on the cut-tape part is worth
re-checking only if anyone builds a custom adapter; the reel variant and two other
authorized distributors currently cover it.

* Zigbee end-device models — individual consumer models are discontinued and
replaced constantly. The lab is insulated because any device supported by zigbee-
herdsman-converters works, but the specific model named in a lab handout will go stale.

* Stock levels generally — four of the five lines are retail, and shopping listings publish no
inventory. Prices here are current; quantity on hand is unknown for every retail line.
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